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Single GPU failure may require restarting the entire training job

e 54 days training — 466 job interruptions "
o ~78% of unexpected interruptions attributed to hardware issues

e 3-23hours MTBF on older GPUs!?!

e Estimated monthly cost up to few million dollars, depending on job size!®!

Inefficient Checkpointing — Low GPU Utilization!*]
e (Checkpointing larger models leads to longer GPU idle times

1] Aaron Grattafiori, et al. “The Llama 3 Herd of Models”. 2024

2] Myeongjae Jeon, et al. “Analysis of Large-Scale Multi-Tenant GPU Clusters for DNN Training Workloads”. USENIX ATC "19.

3] Tanmaey Gupta, et al. “Just-In-Time Checkpointing: Low Cost Error Recovery from Deep Learning Training Failures”. EuroSys '24.

4]Yanjie Gao, et al. “An Empirical Study on Low GPU Utilization of Deep Learning Jobs”. ICSE 24 2
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https://arxiv.org/abs/2407.21783
https://www.usenix.org/conference/atc19/presentation/jeon
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Model Checkpoints — Implement error recovery in user code

* Requiresrestarting training jobs & re-running application code
* |nvolves potentially large overheads of job initialization

Infrastructure Checkpoints — Transparent error recovery at system-level

- Enables checkpointing for all jobs without any user code changes!"

- Supports transparent job migration with existing cluster schedulers {2 34!

1] Tanmaey Gupta, et al. “Just-In-Time Checkpointing: Low Cost Error Recovery from Deep Learning Training Failures”. EuroSys '24.

2] Dharma Shukla, et al. “Singularity: Planet-Scale, Preemptive and Elastic Scheduling of Al Workloads”. (2022)

3] Victor Marmol, et al. “Task Migration at Scale Using CRIU". Linux Plumbers Conference 2018

4] Andy Tucker, et al. "Task Migration at Google Using CRIU". Linux Plumbers Conference 2018 3
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https://dl.acm.org/doi/abs/10.1145/3627703.3650085
https://arxiv.org/abs/2202.07848
https://lpc.events/event/2/contributions/209/
https://lpc.events/event/2/contributions/209/
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Enabling transparent fault-tolerance for training jobs




Transparent GPU Checkpointing 1]
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“CRIUgpu: Transparent Checkpointing of GPU-Accelerated Workloads". Radostin Stoyanov, Viktdria SpiSakova, Jesus Ramos, Steven Gurfinkel,
Andrei Vagin, Adrian Reber, Wesley Armour, Rodrigo Bruno. (2025). 5



https://arxiv.org/abs/2502.16631
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Coordinated Checkpointing for Distributed [raining

Enabling low-cost error recovery in distributed training




Coordinated Checkpointing 1
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“Checkpoint Coordination for Distributed Containerized Applications”. Linux Plumbers Conference (2024)
“Enabling Coordinated Checkpointing for Distributed HPC Applications”. KubeCon Europe (2024) 7



https://lpc.events/event/18/contributions/1803/
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—nd-to-end £ncryption for Container Checkpoints

Adding support for end-to-end checkpoint encryption
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[1] Victor Marmol, et al. “Task Migration at Scale Using CRIU". Linux Plumbers Conference 2018
[2]Nicolas Viennot. “Fast checkpointing with criu-image-streamer”. Linux Plumbers Conference 2020
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https://lpc.events/event/2/contributions/209/
https://lpc.events/event/7/contributions/641/
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"End-to-End Encryption for Container Checkpointing in Kubernetes®. CloudNativeSecurityCon North America 2024
“Towards Efficient End-to-End Encryption for Container Checkpointing Systems”. Asia-Pacific Workshop on Systems 2024
"Protecting Sensitive Data in Container Checkpoints”. Linux Plumbers Conference 2023 10



https://cloudnativesecurityconna24.sched.com/event/1dCVs
https://dl.acm.org/doi/10.1145/3678015.3680477
https://lpc.events/event/17/contributions/1568/
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CRIU Images

| syntax = "protol!; \ Checkpoint X.509 Certificate Restore  X.509 Private Key
| message inventory entry { N * - s * ————————-
i required uint32 img version = 1; i | prOtObUf generate load i E load private i
}  optional bool fdinfo per id =2; . (| definition | |random key| |public key|: i key :
| optional task kobj ids entry root ids = 3; ' i * * ! i *

i optional bool ns per id = 4; i | CO”GCt encrypt i - - i i
| optional uint32 root cg set =5; |l data —> e -;»clpher.lmg —» |oad key > decrypt key i
i optional lsmtype lsmtype = 6; | i * ./ i i l |
h ' \ NS — '
! optional uint64 dump uptime = 8; | ! : encrypt 5 ! image | :
I ' I —P> —P> M . Bt —> i
! optional uint32 pre dump mode = 9; : ! pb—WrIte() data beIteV() | files i pb—read() decrypt data |
: optional bool tcp close = 10; i _____________________________________________
optional uint32 network_lock method =11; ChaCha20-Poly1305 AEAD

] :/ e 256-bit key
e 96-bit nonce
e 128-bit authentication tag

"End-to-End Encryption for Container Checkpointing in Kubernetes®. CloudNativeSecurityCon North America 2024
“Towards Efficient End-to-End Encryption for Container Checkpointing Systems”. Asia-Pacific Workshop on Systems 2024
"Protecting Sensitive Data in Container Checkpoints”. Linux Plumbers Conference 2023 n



https://cloudnativesecurityconna24.sched.com/event/1dCVs
https://dl.acm.org/doi/10.1145/3678015.3680477
https://lpc.events/event/17/contributions/1568/
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"End-to-End Encryption for Container Checkpointing in Kubernetes®. CloudNativeSecurityCon North America 2024
“Towards Efficient End-to-End Encryption for Container Checkpointing Systems”. Asia-Pacific Workshop on Systems 2024
"Protecting Sensitive Data in Container Checkpoints”. Linux Plumbers Conference 2023 12



https://cloudnativesecurityconna24.sched.com/event/1dCVs
https://dl.acm.org/doi/10.1145/3678015.3680477
https://lpc.events/event/17/contributions/1568/
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® radostin@skynet:~ Q =0
[NVIDIA GeForce RTX 4096] GEN 1Q16x RX: 300.8 KiB/s TX: 350.0 KiB/s 860" [radostingskynet:~]'2 1n1s 136 § sudo criu-coordinator server --address 6.0.0.0 --port 8080
210MHz d0sMHz T “C 30% 13/ INFO - [==] Server listening on 0.0.0.0:8
( ox] Hen[ 0.47361/23.988G1) INFO - New client connected: 127.0.0.1:56204
INFO - [>>] Receive client 1D, action and dependencies
100, INFO - [0 7cd365bf fc65] [>>) ID: 077d7933875320483F412dd1cb3d1b77cd3
INFO - [07 c65] [>>] ACTION: pre-dump
INFO - [077d793a8: fc65] [>>) DEPENDENCIES: 498999<fb60coc7def6d36970
75 INFO - [@ fc65] [==] Starting new DUMP operation with action
‘pre-dump’, (re)setting state.
INFO - [07 fc65] [==] Checking connection of dependency: 4989 ° M ° ° ° °
B T ecKpointing ror vistrioute raining
50 uea . [>>] Receive client 10, action and dependencies
. 1 [>>] 10: 498999cfb6OcICTdef 2db2es9
“9144be28beeaf
<9¢ 1 [>>] ACTION: pre-dump
] [>>] DEPENDENCIES:
25 ] [==] starting new DUMP operation with action
state.
$d36970a1f ] [==] Client is ready
13697021 ] [<<] sending ACK . .
fc65] [==] 498999 fb6OCIC
: e e Fine-tuning LLaMA 3.2-1B on Guanaco dataset
425 1 'd1cb3d1b677¢d365bfc9c6d1d2f24b41a2709a7fc65] [==] Client is ready .
[=

$1cb3d1b77cd365bf c9c6d1d2124b4122709a7fc65] [==] Waiting for all dependencies to be read

285
PID USER DEV TYPE_GPU GPU_MEM HOST MEM Comma

11cb3d1b77cd365bf fc6s] [==] Checking ready status of dependency: 49
189b740b1b8861caaa19144be28beeal
17021f

] [==] Client disconnected
fc65) [==] Dependency 498999cfb6ococ7def6d36970a1f

Bbeeaf is ready
fc65] [<<] Sending ACK

e e 2 GPU containersrunning PyTorch DDP
o torchrun with 2 nodes, 1process/node

[gsetup _[sort _LexiL _[glouit [Qksave Confte
[B65° [rootgskynet: /home/radostin/contatner -plumbing-days-demo] + ¢ cat fetc/criv/criu-coord,
s

“address": "0.0.0.0",

port ;
“log-file": */tmp/coordinator.log”,
“dependencies”: {

"498999¢fb66C t L

1,
"07747933875320483f412dd1cb3d1b77cd365bTcIc6d1d2(24b41a2709a71C65" : [
"498999c¢f S
) ]
iDes“ [rootiskynet: /hone/radostin/container-plumbing-days-deno] rains & podnan contatner checkpoint sft-ranki
660" [rootaskynet: /home/radostin/contatner-plunbing-days-demo] rain+ 130 + podman container checkpoint sft-ranke . N V | D | A G e | O rC e | z | X I O 9 0 ( 2 I G B )

@ skynet.oerc.ox.ac.uk



https://youtu.be/JHkkRajf9QE
https://youtu.be/JHkkRajf9QE
https://youtu.be/JHkkRajf9QE

jﬂ DEPARTMENT OF @
Evaluation with Training Workloads L/ stee™

_ m Lock + Checkpoint
Restore + Unlock

_______________________________________________________________________________________

CRIU Restore | B | L
B CUDA Restore | | | |
20 Bl CUDA Unlock

N
9)

o

o

Ful hand

N SN \Q’\ ) 03’\ @3’\
& & Q;"’ AV 2N
c, & v %* + ??) ?’fb
OENG 0 \>’ \>’ Q

Time (seconds)
R =N
(0)]

Time (seconds)
—
|

SSTONTNONONLN

\_\é\ ~

e%ow

&
N
Co

NVIDIA H100 (PCle 5.0 80GB HBM3)




:ICI DEPARTIENT OF )
Fvaluation of End-to-End Encryption L/ s G

Checkpoint time for compute-intensive workloads Encryption throughput for memory-intensive workloads
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Up to two orders of magnitude faster
checkpoint creation

Up to 62% reduced encryption overhead




Next Steps and Future Work | neghine

e Kubernetes Checkpoint/Restore Working Group
o https://qgithub.com/kubernetes/community/pull/8508

e Enabling Transparent GPU Checkpointing of Traindobs in Kubeflow Trainer
o https://qgithub.com/kubeflow/trainer/issues/2777



https://github.com/kubernetes/community/pull/8508
https://github.com/kubeflow/trainer/issues/2777
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Summary & Questions

e Transparent Checkpointing of Distributed Training Jobs
e End-to-end Encrypted Container Checkpoints

e (Out-of-the-box Integration with Container Platforms

github.com/nvidia/cuda-checkpoint
github.com/checkpoint-restore/criu
github.com/checkpoint-restore/criu-coordinator



https://github.com/checkpoint-restore/criu/tree/criu-dev/plugins
https://github.com/nvidia/cuda-checkpoint
https://github.com/checkpoint-restore/criu-coordinator

