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Real-World Motivations
Managed K8s clusters at e-INFRA CZ

e (zech national e-infrastructure for academics and researchers providing multi-tenant,
multi-purpose K8s clusters
o ~4000CPU cores, 33 TiB RAM, ~60 GPUs (A10-H100)
o ~300 active users operating multitude of workload types
m Batch workloads
m Interactive workloads
e Many users not that proficient with the cluster
o Strive for simplicity
o No complicated setups or too specific configurations



Number of CPUs Requested vs Real Usage
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Low Cluster Utilization

#CPUsRequested§=‘:;a3asiafzsasisisigiffgjfjij:

B #CPUsRealUsage || | | | | | [l bbbt titiiintd

Overprovisioning is necessary

e Low resource utilization
e Redundancy & elasticity

e Provision for sudden spikes
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Batch Jobs — ML Training, HPC Workloads

Distribution of AlphaFold Jobs Durations over 90d Period

94
Long-running workloads
80
e Resource intensive
20l e Accuracy is important
o
5 e Require fault-tolerance
B
§40_ .................................................................................................................................................................................
L ] Jobs | Avg GPU Util | Running
27 27 o - o ; Last Day
20 4 15 Job1 | 91.91% 2,57 days
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GPU Util (%)

Interactive Workloads
(Chatbots, Jupyter Notebooks)

Jupyter Notebook GPU Utilization Over 7d Period
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Dynamic and unpredictable workloads
e Services must be always available
o Cold-start problem affects availability
e Humans are unpredictable
e Low GPU utilization

e Inactive sessions & bursts of activity



Wishlist for GPU Workloads

e FEnsure fault-tolerance

o Failures/errors happen all the time
o Useful for long-running apps - trainings, HPC applications

e Achieve efficient utilization of resources

o Useful forinteractive apps - model inference, Jupyter Notebooks,

visualizations, gaming, remote SW access



Existing Methods for Improving Utilization

e Mitigating over-provisioning through auto-scaling (vertical, horizontal, in-place)
o Requires application awareness / developer involvement

e GPU sharing - allocating partial GPUs (e.qg., MIG) leads to fragmentation

e Co-location of workloads (time slicing) - worse performance

e New scheduling strategies - workload-specific

e Another versatile tool into the toolbox could be useful - GPU Checkpointing



lransparent GPU Checkpointing

Overview of GPU Checkpointing Methods

Enabling Coordinated Checkpointing for Distributed HPC Applications.
Radostin Stoyanov and Adrian Reber. KubeCon Europe 2024



https://sched.co/1YeT4
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Transparent GPU Checkpointing
Existing Methods - API Interception

Application "\ checkpoint [ restore Application API Interception Challenges
4>
device-proxy f { device-proxy e Difficult to implement & maintain
(client) CPU (client)
Shared snapshot e Adds performance overhead
memory . .
IPC APl logs & initialize & replay e Tracking & logging memory transfers
device-proxy | oo . device-proxy device-proxy e GPU arch-specific implementation
(server) : (server) ; (server)
GPU Runtime GPU | GPU Runtime ‘=] GPU Runtime | ® Requires dynamic linking
snapshot 1 A
GPU Driver P  GPUDriver | | GPU Driver © e.g., rebuilding PyTorch

Just-In-Time Checkpointing: Low Cost Error Recovery from Deep Learning Training Failures. Tanmaey Gupta, et. al., 2024
Singularity: Planet-Scale, Preemptive and Elastic Scheduling of Al Workloads. Dharma Shukla, et. al., 2022 n



X

n  CloudNativeCon
Europe 2025

Transparent and Unified CPU-GPU Snapshots

Checkpointing with CRIU + Plugins

Checkpoint Restore
~ ~ e Fully-transparent (no APl interception)
Application Application
S e Supports static and dynamic linking
GPU Runtime GPU Runtime
GPU Driver |J CPU-GPU || GPU Driver e Out-of-the-box support for Kubernetes
snapshot

e Supports AMD and NVIDIA GPUs

CRIUgpu: Transparent Checkpointing of GPU-Accelerated Workloads. Radostin Stoyanov, Viktoria SpiSakova, Jesus Ramos, Steven Gurfinkel,

Andrei Vagin, Adrian Reber, Wesley Armour, Rodrigo Bruno. (2025). https://arxiv.org/abs/2502.16631 12



https://arxiv.org/abs/2502.16631
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CRIU with AMD GPU Plugin

Container

| KFD Process CRIU
] . ! I I . . |
Application h:> CRIU . : » Checkpoint opened files
ML Framework || AMD Plugin I -ttt TTTTTT T T T T >
' 4 | | KFD_CRIU _OP_PROCESS_INFO !
Mapped ROCm < i : |
libraries & driver L | ___________Getdevice metadata _11®
---------------------------- | | |
Container runtime ’ ! KFD_CRIU_OP_CHECKPOINT !
___________________ | ! ! Save GPU state i}®
OS Kernel - """~ T~ T T T T T T T T T TS e >
AMD GPU Driver - ; KFD_CRIU_OP_UNPAUSE !
GPU,|GPU,|GPU,|GPU, I : ______________ Process unpaused _»:}@)

drm/amdkfd: CRIU Introduce Checkpoint-Restore APIs (Linux kernel commit: 36988070)
13


https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/?id=36988070

____________________________

Container |
Application h:> CRIU
ML Framework | CUDA Plugin

Mapped CUDA
libraries & driver

:
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cuda-checkpoint

____________________________

Container CUDA
runtime Driver

OS Kernel

NVIDIA GPU Driver(s)

GPU_|GPU,|GPU_|GPU

0 1 2 3

NVIDIA Driver Process cuda-checkpoint CRIU
| | | |
| I get TID I getrestore TID 1
rCc————————= - - = e A ————— >
L : get status L get status info :
F----------- F------------ e =10
| | . _ |
| I lock action | pause devices
e ———————--- g g g g g g g e >
I I I I
| | I checkpoint 1|
' I'checkpoint action ! ' '
e———————— — POt & 1+ _d_e_v_'c_e_s_ — _,:}@)

Checkpointing CUDA Applications with CRIU — Steven Gurfinkel. NVIDIA Technical Blog (2024)

| |
I CPU checkpoint 1 (3)
I |
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https://developer.nvidia.com/blog/checkpointing-cuda-applications-with-criu/

& o

KubeCon CloudNativeCon
Europe 2025

GPU Checkpointing Integration with Kubernetes

| Kubernetes Controller |------------------ |—¢Container Registry} @ Restore

img, ||img,| ... |img, |

kube |i

. Buildah
P
! ~{ Checkpoint |--------
1| kube-controller-manager ! [Checkpoint ~ (push)
L IS P P ! config.json ]
| Container Engine }----------------- :
____________________________ ; : devshm-checkpoint.tar
Kubelet [ Container Runtime }----------------- +<{(i(asscrporsison )i || Buildah | | Checkpoint
______________________________ . ) , (commit) Image
- ' ! ! inventory.img
| containerd / CRI-O |<7 -{ Container -_-‘!---_--ECRF} ' N reg-files.img
/’ 1
. core-%u.img
7
1
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Transparent Hot-Swapping
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Computational resources were provided by the e-INFRA CZ project (ID:90254),

supported by the Ministry of Education, Youth and Sports of the Czech Republic.

~
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https://youtu.be/Ura0GeVKfNI
https://youtu.be/Ura0GeVKfNI
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Evaluation Results

Fast Error-Recovery Accelerating Cold-Starts
@
i i i i H -g |E i . I . ! . ! ! i .
257 73 Lock + Checkpoint ] = ¢ 40| mEm Cold Start (Disk) N |
- 1 X 77 Cold Start (Memory) ﬁ |
v20! KN Restore + Unlock . / > 307 mm CUDA Restore : I
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In-memory GPU Checkpoints of Model Training
with Hugging Face Transformers

Ollama LLM Inference

NVIDIA A100 SXM4 80GB
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State of Checkpoint/Restore
N Kubernetes



/015: Kubernetes

licket discussing container migration
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-orensic Container Checkpointing
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Kubernetes 1.25(2022)
Alpha: Forensic Container
Checkpointing




Kubernetes 1.50(2024)
Seta: Farensic Container
Checkpointing




Next Steps
Jeclare checkpointing Stable/GA




Next Steps
kubectl SUPPOrT
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Admin Panel

cre - -_T.: POdS
% Pods Search ™
@ Checkpoints Name Namespace
=  Registry
v crc-debug-2t9qg default
@  Secrets
- Users A grus-6688bc5d5-jvprk grus
El  Logout Containers
Name Image
grus-api docker.io/frenzy669/grus-api:latest
grus-admin docker.io/frenzy669/grus-admin:latest
v restore-pod2 grus
v spring-music-deployment-744947bf6...  grus
v spring-music-deployment-744947bf6...  grus

Nodename
crc
crc
Action
cre
crc
cre

No. of Container
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@
GRUS | Dweaversoftio

Task Progress X

»>

X CLEAR

Cluster Verification A

Cluster verification initiated with clusterName:

crc

PLAY [Verify CRIU and CRIO Configuration]

8 6 5 330 %08 O K K 8 8 8 R Ol i i i i 58 KKK K 8 K K K R R Ok O R0k

TASK [The 'enable_criu_support = true’ is not
present in '/etc/crio/crio.conf.d/@5-enable-criu’]

koK

ok: [192.168.130.11]

TASK [The 'tcp-established' is not present in
‘/etc/criu/criu.conf’] FFEEkkkkkkk

ok: [192.168.130.11]

TASK [Get 'criu' version]

28 26 e 25 3K 3% 3% ok Ok O K K 6 ok Ok Ol i 8 i i ke 5 5 K K 3% K 2k 2k kK K R R ok Ok ke i ok ke 3k kK K K K Kk

60k %

ok: [192.168.130.11]

TASK [Extract ‘criu’ version number]

0 6 i 3K 303808 K K0 8 8 R R R i 8 8 R0 58 0K 30K 8 8 K K R R 8 R 8ROk Ok X0k

ok: [192.168.130.11]

TASK [The version of ‘criu’ is not correct]

20 26 e 5 3K 3% 35k Ok k8 6 Ok ke Ol 28 i i i ke i K K 3k Ok 6 kR Ok Ok

ok: [192.168.130.11] => { -



Summary & Juestions e E
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e Fully-transparent GPU checkpointing
e Supports AMD and NVIDIA GPUs M

e Qut-of-the-box integration with Kubernetes
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github.com/nvidia/cuda-checkpoint L

github.com/checkpoint-restore/criu

A


https://github.com/checkpoint-restore/criu/tree/criu-dev/plugins
https://github.com/nvidia/cuda-checkpoint

